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Q101.  - (Topic 5) 
From which of the following attacks can Message Authentication Code (MAC) shield your network? 
A. DoS 
B. DDoS 
C. spoofing 
D. SYN floods 
Answer: C 
Explanation: 
Message Authentication Code (MAC) can shield your network from spoofing attacks. Spoofing, also known as masquerading, is a popular trick in which an attacker intercepts a network packet, replaces the source address of the packets header with the address of the authorized host, and reinserts fake information which is sent to the receiver. This type of attack involves modifying packet contents. MAC can prevent this type of attack and ensure data integrity by ensuring that no data has changed. MAC also protects against frequency analysis, sequence manipulation, and ciphertext-only attacks. MAC is a secure message digest that requires a secret key shared by the sender and receiver, making it impossible for sniffers to change both the data and the MAC as the receiver can detect the changes. A denial-of-service (DoS) attack floods the target system with unwanted requests, causing the loss of service to users. One form of this attack generates a flood of packets requesting a TCP connection with the target, tying up all resources and making the target unable to service other requests. MAC does not prevent DoS attacks. Stateful packet filtering is the most common defense against a DoS attack. A Distributed Denial of Service attack (DDoS) occurs when multiple systems are used to flood the network and tax the resources of the target system. Various intrusion detection systems, utilizing stateful packet filtering, can protect against DDoS attacks. In a SYN flood attack, the attacker floods the target with spoofed IP packets and causes it to either freeze or crash. A SYN flood attack is a type of denial of service attack that exploits the buffers of a device that accept incoming connections and therefore cannot be prevented by MAC. Common defenses against a SYN flood attack include filtering, reducing the SYN-RECEIVED timer, and implementing SYN cache or SYN cookies. 


Q102.  - (Topic 3) 
What is the OSPF default frequency, in seconds, at which a Cisco router sends hello packets on a multi-access network? 
A. 10 
B. 40 
C. 30 
D. 20 
Answer: A 
Explanation: 
On broadcast multiacess and point-to-point links, the default is 10 seconds. On NBMA, the default is 30 seconds. 


Q103.  - (Topic 7) 
Which technology supports the stateless assignment of IPv6 addresses? 
A. DNS 
B. DHCPv6 
C. DHCP 
D. autoconfiguration 
Answer: B 
Explanation: DHCPv6 Technology Overview IPv6 Internet Address Assignment Overview 
IPv6 has been developed with Internet Address assignment dynamics in mind. Being aware that IPv6 Internet addresses are 128 bits in length and written in hexadecimals makes automation of address-assignment an important aspect within network design. These attributes make it inconvenient for a user to manually assign IPv6 addresses, as the format is not naturally intuitive to the human eye. To facilitate address assignment with little or no human intervention, several methods and technologies have been developed to automate the process of address and configuration parameter assignment to IPv6 hosts. The various IPv6 address assignment methods are as follows: 
1. 
Manual Assignment An IPv6 address can be statically configured by a human operator. However, manual assignment is quite open to errors and operational overhead due to the 128 bit length and hexadecimal attributes of the addresses, although for router interfaces and static network elements and resources this can be an appropriate solution. 
2. 
Stateless Address Autoconfiguration (RFC2462) Stateless Address Autoconfiguration (SLAAC) is one of the most convenient methods to assign Internet addresses to IPv6 nodes. This method does not require any human intervention at all from an IPv6 user. If one wants to use IPv6 SLAAC on an IPv6 node, it is important that this IPv6 node is connected to a network with at least one IPv6 router connected. This router is configured by the network administrator and sends out Router Advertisement announcements onto the link. These announcements can allow the on-link connected IPv6 nodes to configure themselves with IPv6 address and routing parameters, as specified in RFC2462, without further human intervention. 
3. 
Stateful DHCPv6 The Dynamic Host Configuration Protocol for IPv6 (DHCPv6) has been standardized by the IETF through RFC3315. DHCPv6 enables DHCP servers to pass configuration parameters, 
such as IPv6 network addresses, to IPv6 nodes. It offers the capability of automatic allocation of reusable network addresses and additional configuration flexibility. This protocol is a stateful counterpart to "IPv6 Stateless Address Autoconfiguration" (RFC 2462), and can be used separately, or in addition to the stateless autoconfiguration to obtain configuration parameters. 
4. 
DHCPv6-PD DHCPv6 Prefix Delegation (DHCPv6-PD) is an extension to DHCPv6, and is specified in RFC3633. Classical DHCPv6 is typically focused upon parameter assignment from a DHCPv6 server to an IPv6 host running a DHCPv6 protocol stack. A practical example would be the stateful address assignment of "2001:db8::1" from a DHCPv6 server to a DHCPv6 client. DHCPv6-PD however is aimed at assigning complete subnets and other network and interface parameters from a DHCPv6-PD server to a DHCPv6-PD client. This means that instead of a single address assignment, DHCPv6-PD will assign a set of IPv6 "subnets". An example could be the assignment of "2001:db8::/60" from a DHCPv6-PD server to a DHCPv6-PD client. This will allow the DHCPv6-PD client (often a CPE device) to segment the received address IPv6 address space, and assign it dynamically to its IPv6 enabled.interfaces. 
5.
 Stateless DHCPv6 Stateless DHCPv6 is a combination of "stateless Address Autoconfiguration" and "Dynamic Host Configuration Protocol for IPv6" and is specified by RFC3736. When using stateless-DHCPv6, a device will use Stateless Address Auto-Configuration (SLAAC) to assign one or more IPv6 addresses to an interface, while it utilizes DHCPv6 to receive "additional parameters" which may not be available through SLAAC. For example, additional parameters could include information such as DNS or NTP server addresses, and are provided in a stateless manner by DHCPv6. Using stateless DHCPv6 means that the DHCPv6 server does not need to keep track of any state of assigned IPv6 addresses, and there is no need for state refreshment as result. On network media supporting a large number of hosts associated to a single DHCPv6 server, this could mean a significant reduction in DHCPv6 messages due to the reduced need for address state refreshments. From Cisco IOS 12.4(15)T onwards the client can also receive timing information, in addition to the "additional parameters" through DHCPv6. This timing information provides an indication to a host when it should refresh its DHCPv6 configuration data. This behavior (RFC4242) is particularly useful in unstable environments where changes are likely to occur. 


Q104.  - (Topic 3) 
Refer to the exhibit. 
If CDP is enabled on all devices and interfaces, which devices will appear in the output of a show cdp neighbors command issued from R2? 
A. R2 and R3 
B. R1 and R3 
C. R3 and S2 
D. R1, S1, S2, and R3 
E. R1, S1, S2, R3, and S3 
Answer: C 
Explanation: 
A Cisco device enabled with CDP sends out periodic interface updates to a multicast address in order to make itself known to neighbors. Since it is a layer two protocol, these packets are not routed. So the devices detected would be immediate connected neighbors. 


Q105.  - (Topic 3) 
Refer to the output of the corporate router routing table shown in the graphic. 
The corporate router receives an IP packet with a source IP address of 192.168.214.20 and a destination address of 192.168.22.3. 
What will the router do with this packet? 
A. It will encapsulate the packet as Frame Relay and forward it out interface Serial 0/0.117. 
B. It will discard the packet and send an ICMP Destination Unreachable message out interface FastEthernet 0/0. 
C. It will forward the packet out interface Serial 0/1 and send an ICMP Echo Reply message out interface serial 0/0.102. 
D. It will change the IP packet to an ARP frame and forward it out FastEthernet 0/0. 
Answer: B 
Explanation: 
Since the destination network is not in the routing table, and no default gateway has been configured, the router will discard the packet and send an ICMP Destination Unreachable message out interface FastEthernet 0/0. It knows to send it out Fa 0/0 because the routing table for the source IP address of 192.168.214.20 shows it was learned from the Fa 0/0 interface. 


Q106.  - (Topic 3) 
R1 is configured with the default configuration of OSPF. From the following list of IP addresses configured on R1, which address will the OSPF process select as the router ID? 
A. 192.168.0.1 
B. 172.16.1.1 
C. 172.16.2.1 
D. 172.16.2.225 
Answer: A 
Explanation: 
The Router ID (RID) is an IP address used to identify the router and is chosen using the following sequencE. 
+
 The highest IP address assigned to a loopback (logical) interface. + If a loopback interface is not defined, the highest IP address of all active router's physical interfaces will be chosen. 
+
 The router ID can be manually assigned In this case, because a loopback interface is not configured so the highest active IP address 192.168.0.1 is chosen as the router ID. 


Q107.  - (Topic 7) 
Under which circumstance should a network administrator implement one-way NAT? 
A. when the network must route UDP traffic 
B. when traffic that originates outside the network must be routed to internal hosts 
C. when traffic that originates inside the network must be routed to internal hosts 
D. when the network has few public IP addresses and many private IP addresses require outside access 
Answer: B 
Explanation: NAT operation is typically transparent to both the internal and external hosts. Typically the internal host is aware of the true IP address and TCP or UDP port of the external host. Typically the NAT device may function as the default gateway for the internal host. However the external host is only aware of the public IP address for the NAT device and the particular port being used to communicate on behalf of a specific internal host. 
NAT and TCP/UDP 
"Pure NAT", operating on IP alone, may or may not correctly parse protocols that are totally concerned with IP information, such as ICMP, depending on whether the payload is interpreted by a host on the "inside" or "outside" of translation. As soon as the protocol stack is traversed, even with such basic protocols as TCP and UDP, the protocols will break unless NAT takes action beyond the network layer. IP packets have a checksum in each packet header, which provides error detection only for the header. IP datagrams may become fragmented and it is necessary for a NAT to reassemble these fragments to allow correct recalculation of higher-level checksums and correct tracking of which packets belong to which connection. The major transport layer protocols, TCP and UDP, have a checksum that covers all the data they carry, as well as the TCP/UDP header, plus a "pseudo-header" that contains the source and destination IP addresses of the packet carrying the TCP/UDP header. For an originating NAT to pass TCP or UDP successfully, it must recompute the TCP/UDP header checksum based on the translated IP addresses, not the original ones, and put that checksum into the TCP/UDP header of the first packet of the fragmented set of packets. The receiving NAT must recompute the IP checksum on every packet it passes to the destination host, and also recognize and recompute the TCP/UDP header using the retranslated addresses and pseudo-header. This is not a completely solved problem. One solution is for the receiving NAT to reassemble the entire segment and then recompute a checksum calculated across all packets. The originating host may perform Maximum transmission unit (MTU) path discovery to determine the packet size that can be transmitted without fragmentation, and then set the don't fragment (DF) bit in the appropriate packet header field. Of course, this is only a one-way solution, because the responding host can send packets of any size, which may be fragmented before reaching the NAT. 


Q108.  - (Topic 5) 
Why would a network administrator configure port security on a switch? 
A. to prevent unauthorized Telnet access to a switch port 
B. to prevent unauthorized hosts from accessing the LAN 
C. to limit the number of Layer 2 broadcasts on a particular switch port 
D. block unauthorized access to the switch management interfaces 
Answer: B 
Explanation: 
You can use the port security feature to restrict input to an interface by limiting and identifying MAC addresses of the stations allowed to access the port. When you assign secure MAC addresses to a secure port, the port does not forward packets with source addresses outside the group of defined addresses. If you limit the number of secure MAC addresses to one and assign a single secure MAC address, the workstation attached to that port is assured the full bandwidth of the port. If a port is configured as a secure port and the maximum number of secure MAC addresses is reached, when the MAC address of a station attempting to access the port is different from any of the identified secure MAC addresses, a security violation occurs. Also, if a station with a secure MAC address configured or learned on one secure port attempts to access another secure port, a violation is flagged. 


Q109.  - (Topic 7) 
Which NTP command configures the local device as an NTP reference clock source? 
A. ntp peer 
B. ntp broadcast 
C. ntp master 
D. ntp server 
Answer: D 


Q110.  - (Topic 3) 
Refer to the exhibit. 
PC1 pings PC2. What three things will CORE router do with the data that is received from PC1? (Choose three.) 
A. The data frames will be forwarded out interface FastEthernet0/1 of CORE router. 
B. The data frames will be forwarded out interface FastEthernet1/0 of CORE router. 
C. CORE router will replace the destination IP address of the packets with the IP address of PC2. 
D. CORE router will replace the MAC address of PC2 in the destination MAC address of the frames. 
E. CORE router will put the IP address of the forwarding FastEthernet interface in the place of the source IP address in the packets. 
F. CORE router will put the MAC address of the forwarding FastEthernet interface in the place of the source MAC address. 
Answer: B,D,F 
Explanation: 
The router will forward the frames out the interface toward the destination – B is correct. Since the router will has the end station already in it’s MAC table as see by the “show arp” command, it will replace the destination MAC address to that of PC2 – D is correct. The router will then replace the source IP address to 172.16.40.1 – E is correct. 
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