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2021 Jun 70-640 Study Guide Questions:
Q71. Your company has an organizational unit named Production. The Production organizational unit has a child organizational unit named R&D. You create a GPO named Software Deployment and link it to the Production organizational unit. 
You create a shadow group for the R&D organizational unit. You need to deploy an application to users in the Production organizational unit. 
You also need to ensure that the application is not deployed to users in the R&D organizational unit. 
What are two possible ways to achieve this goal? (Each correct answer presents a complete solution. Choose two.) 
A. Configure the Block Inheritance setting on the R&D organizational unit. 
B. Configure the Enforce setting on the software deployment GPO. 
C. Configure security filtering on the Software Deployment GPO to Deny Apply group policy for the R&D security group. 
D. Configure the Block Inheritance setting on the Production organizational unit. 
Answer: A,C 
Explanation: 
Answer: Configure the Block Inheritance setting on the R&D organizational unit. Configure security filtering on the Software Deployment GPO to Deny Apply group policy for the R&D security group. 
http://technet.microsoft.com/en-us/library/cc757050%28v=ws.10%29.aspx Managing inheritance of Group Policy 
Blocking Group Policy inheritance You can block policy inheritance for a domain or organizational unit. Using block inheritance prevents GPOs linked to higher sites, domains, or organizational units from being automatically inherited by the child-level. By default, children inherit all GPOs from the parent, but it is sometimes useful to block inheritance. For example, if you want to apply a single set of policies to an entire domain except for one organizational unit, you can link the required GPOs at the domain level (from which all organizational units inherit policies 
by default) and then block inheritance only on the organizational unit to which the policies 
should not be applied. 
Enforcing a GPO link You can specify that the settings in a GPO link should take 
precedence over the settings of any child object by setting that link to Enforced. GPO-links 
that are enforced cannot be blocked from the parent container. Without enforcement from 
above, the settings of the GPO links at the higher level (parent) are overwritten by settings 
in GPOs linked to child organizational units, if the GPOs contain conflicting settings. With 
enforcement, the parent 
GPO link always has precedence. By default, GPO links are not enforced. In tools prior to 
GPMC, "enforced" was known as "No override." 
In addition to using GPO links to apply policies, you can also control how GPOs are applied 
by using security filters or WMI filters. 
http://technet.microsoft.com/en-us/library/cc781988%28v=ws.10%29.aspx 
Security filtering using GPMC 
Security filtering Security filtering is a way of refining which users and computers will 
receive and apply the settings in a Group Policy object (GPO). Using security filtering, you 
can specify that only certain security principals within a container where the GPO is linked 
apply the GPO. Security group filtering determines whether the GPO as a whole applies to 
groups, users, or computers; it cannot be used selectively on different settings within a 
GPO. 
Notes: 
GPOs cannot be linked directly to users, computers, or security groups. They can only be 
linked to sites, domains and organizational units. However, by using security filtering, you 
can narrow the scope of a GPO so that it applies only to a single group, user, or computer. 
The location of a security group in Active Directory is irrelevant to security group filtering 
and, more generally, irrelevant to Group Policy processing. 
Further information: 
http://technet.microsoft.com/en-us/library/cc731076.aspx 
Block Inheritance 
http://en.wikipedia.org/wiki/Active_Directory#Shadow_groups 
Active Directory 
Shadow groups 
In Microsoft's Active Directory, OUs do not confer access permissions, and objects placed 
within OUs are not automatically assigned access privileges based on their containing OU. 
This is a design limitation specific to Active Directory. Other competing directories such as 
Novell NDS are able to assign access privileges through object placement within an OU. 
Active Directory requires a separate step for an administrator to assign an object in an OU 
as a member of a group also within that OU. Relying on OU location alone to determine access permissions is unreliable, because the object may not have been assigned to the group object for that OU. A common workaround for an Active Directory administrator is to write a custom PowerShell or Visual Basic script to automatically create and maintain a user group for each OU in their directory. The scripts are run periodically to update the group to match the OU's account membership, but are unable to instantly update the security groups anytime the directory changes, as occurs in competing directories where security is directly implemented into the directory itself. Such groups are known as Shadow Groups. Once created, these shadow groups are selectable in place of the OU in the administrative tools. Microsoft refers to shadow groups in the Server 2008 Explanation documentation, but does not explain how to create them. There are no built-in server methods or console snap-ins for managing shadow groups.[5] The division of an organization's information infrastructure into a hierarchy of one or more domains and toplevel OUs is a key decision. Common models are by business unit, by geographical location, by IT Service, or by object type and hybrids of these. OUs should be structured primarily to facilitate administrative delegation, and secondarily, to facilitate group policy application. Although OUs form an administrative boundary, the only true security boundary is the forest itself and an administrator of any domain in the forest must be trusted across all domains in the forest.[6] 


Q72. Your network contains an Active Directory domain controller named DC1. DC1 runs Windows Server 2008 R2. 
You need to defragment the Active Directory database on DC1. The solution must minimize downtime on DC1. 
What should you do first? 
A. At the command prompt, run net stop ntds. 
B. At the command prompt, run net stop netlogon. 
C. Restart DC1 in Safe Mode. 
D. Restart DC1 in Directory Services Restore Mode (DSRM). 
Answer: A 
Explanation: 
We don't need to restart the server to defragment the AD database. We only need to stop 
AD DS in order to defragment the database, using ntdsutil. 
Explanation: 
http://technet.microsoft.com/en-us/library/cc794920.aspx 
To perform offline defragmentation of the directory database 
1. Open a Command Prompt as an administrator. 
2. At the command prompt, type the following command, and then press ENTER: net stop ntds 
3. Type Y to agree to stop additional services, and then press ENTER. 
4. At the command prompt, type ntdsutil, and then press ENTER. 


Q73. Your network contains an Active Directory domain named contoso.com. The domain contains a domain controller named DC1. DC1 hosts a standard primary zone for contoso.com. 
You discover that non-domain member computers register records in the contoso.com zone. 
You need to prevent the non-domain member computers from registering records in the contoso.com zone. 
All domain member computers must be allowed to register records in the contoso.com zone. 
What should you do first? 
A. Configure a trust anchor. 
B. Run the Security Configuration Wizard (SCW). 
C. Change the contoso.com zone to an Active Directory-integrated zone. 
D. Modify the security settings of the %SystemRoot%System32Dns folder. 
Answer: C 
Explanation: 
http://technet.microsoft.com/en-us/library/cc772746%28v=ws.10%29.aspx Active Directory-Integrated Zones DNS servers running on domain controllers can store their zones in Active Directory. In this way, it is not necessary to configure a separate DNS replication topology that uses ordinary DNS zone transfers, because all zone data is replicated automatically by means of Active Directory replication. This simplifies the process of deploying DNS and provides the following advantages: Multiple masters are created for DNS replication. Therefore: Any domain controller in the domain running the DNS server service can write updates to the Active Directory–integrated zones for the domain name for which they are authoritative. A separate DNS zone transfer topology is not needed. Secure dynamic updates are supported. Secure dynamic updates allow an administrator to control which computers update which names, and prevent unauthorized computers from overwriting existing names in DNS 


Up to date cbt nuggets for 70-640:
Q74. You have a Windows Server 2008 R2 Enterprise Root CA. 
Security policy prevents port 443 and port 80 from being opened on domain controllers and on the issuing CA. 
You need to allow users to request certificates from a Web interface. You install the Active Directory Certificate Services (AD CS) server role. 
What should you do next? 
A. Configure the Online Responder Role Service on a member server. 
B. Configure the Online Responder Role Service on a domain controller. 
C. Configure the Certificate Enrollment Web Service role service on a member server. 
D. Configure the Certificate Enrollment Web Service role service on a domain controller. 
Answer: C 
Explanation: 
http://technet.microsoft.com/en-us/library/dd759209.aspx Certificate Enrollment Web Service Overview The Certificate Enrollment Web Service is an Active Directory Certificate Services (AD CS) role service that enables users and computers to perform certificate enrollment by using the HTTPS protocol. Together with the Certificate Enrollment Policy Web Service, this enables policy-based certificate enrollment when the client computer is not a member of a domain or when a domain member is not connected to the domain. Personal note: Since domain controllers are off-limits (regarding open ports), you are left to install the Certificate Enrollment Web Service role service on a plain member server 


Q75. Your company has an Active Directory forest. Not all domain controllers in the forest are configured as Global Catalog Servers. Your domain structure contains one root domain and one child domain. 
You modify the folder permissions on a file server that is in the child domain. You discover that some Access Control entries start with S-1-5-21 and that no account name is listed. 
You need to list the account names. 
What should you do? 
A. Move the RID master role in the child domain to a domain controller that holds the Global Catalog. 
B. Modify the schema to enable replication of the friendlynames attribute to the Global Catalog. 
C. Move the RID master role in the child domain to a domain controller that does not hold the Global Catalog. 
D. Move the infrastructure master role in the child domain to a domain controller that does not hold the Global Catalog. 
Answer: D 
Explanation: 
http://technet.microsoft.com/en-us/library/cc780850%28v=ws.10%29.aspx Security identifiers Security identifiers (SIDs) are numeric values that identify a user or group. For each access control entry (ACE), there exists a SID that identifies the user or group for whom access is allowed, denied, or audited. Well-known security identifiers (special identities): Network (S-1-5-2) Includes all users who are logged on through a network connection. Access tokens for interactive users do not contain the Network SID. http://technet.microsoft.com/en-us/library/cc773108%28v=ws.10%29.aspx Operations master roles Active Directory supports multimaster replication of the directory data store between all domain controllers (DC) in the domain, so all domain controllers in a domain are essentially peers. However, some changes are impractical to perform in using multimaster replication, so, for each of these types of changes, one domain controller, called the operations master, accepts requests for such changes. In every forest, there are at least five operations master roles that are assigned to one or more domain controllers. Forest-wide operations master roles must appear only once in every forest. Domain-wide operations master roles must appear once in every domain in the forest. 
Domain-wide operations master roles Every domain in the forest must have the following roles: Relative ID (RID) master Primary domain controller (PDC) emulator master Infrastructure master These roles must be unique in each domain. This means that each domain in the forest can have only one RID master, PDC emulator master, and infrastructure master. 
Infrastructure master At any time, there can be only one domain controller acting as the infrastructure master in each domain. The infrastructure master is responsible for updating Explanations from objects in its domain to objects in other domains. The infrastructure master compares its data with that of a global catalog. Global catalogs receive regular updates for objects in all domains through replication, so the global catalog data will always be up to date. If the infrastructure master finds data that is out of date, it requests the updated data from a global catalog. The infrastructure master then replicates that updated data to the other domain controllers in the domain. Important Unless there is only one domain controller in the domain, the infrastructure master role should not be assigned to the domain controller that is hosting the global catalog. If the infrastructure master and global catalog are on the same domain controller, the infrastructure master will not function. The infrastructure master will never find data that is out of date, so it will never replicate any changes to the other domain controllers in the domain. 
In the case where all of the domain controllers in a domain are also hosting the global catalog, all of the domain controllers will have the current data and it does not matter which domain controller holds the infrastructure master role. The infrastructure master is also responsible for updating the group-to-user Explanations whenever the members of groups are renamed or changed. When you rename or move a member of a group (and that member resides in a different domain from the group), the group may temporarily appear not to contain that member. The infrastructure master of the group's domain is responsible for updating the group so it knows the new name or location of the member. This prevents the loss of group memberships associated with a user account when the user account is renamed or moved. The infrastructure master distributes the update via multimaster replication. There is no compromise to security during the time between the member rename and the group update. Only an administrator looking at that particular group membership would notice the temporary inconsistency. 


Q76. Your network contains a single Active Directory domain. The functional level of the forest is Windows Server 2008 R2. 
You need to enable the Active Directory Recycle Bin. 
What should you use? 
A. the Dsmod tool 
B. the Enable-ADOptionalFeature cmdlet 
C. the Ntdsutil tool 
D. the Set-ADDomainMode cmdlet 
Answer: B 
Explanation: 
Similar question to question L/Q5. Explanation: 
http://technet.microsoft.com/en-us/library/dd379481.aspx 
Enabling Active Directory Recycle Bin 
After the forest functional level of your environment is set to Windows Server 2008 R2, you can enable Active 
Directory Recycle Bin by using the following methods: Enable-ADOptionalFeature Active Directory module cmdlet (This is the recommended method.) 
Ldp.exe 


Realistic 70-640 braindump 2013:
Q77. Company has servers on the main network that run Windows Server 2008. It also has two domain controllers. 
Active Directory services are running on a domain controller named CKDC1. 
You have to perform critical updates of Windows Server 2008 on CKDC1 without rebooting the server. 
What should you do to perform offline critical updates on CKDC1 without rebooting the server? 
A. Start the Active Directory Domain Services on CKDC1 
B. Disconnect from the network and start the Windows update feature 
C. Stop the Active Directory domain services and install the updates. Start the Active Directory domain services after installing the updates. 
D. Stop Active Directory domain services and install updates. Disconnect from the network and then connect again. 
E. None of the above 
Answer: C 
Explanation: 
Personal comment: I don't believe you can avoid restarting the server when installing some (not all) updates http://class10e.com/Microsoft/what-should-you-do-to-perform-offline-critical-updates-on-ckdc1-withoutrebooting-the-server/ To perform offline critical updates on CKDC1 without rebooting the server, you should stop the Active Directory domain services and install the updates. Start the Active Directory domain services after installing the updates. By stopping the Active Directory domain services, you don’t need to reboot the server. The updates are related to the Windows Server 2008 on CKDC1 so when you stop the Active Directory domain services and start it again after the installation of the updates, the Server will perform in a normal way. 


Q78. Your network contains an Active Directory domain named contoso.com. Contoso.com contains a member server that runs Windows Server 2008 Standard. 
You need to install an enterprise subordinate certification authority (CA) that supports private key archival. 
You must achieve this goal by using the minimum amount of administrative effort. 
What should you do first? 
A. Initialize the Trusted Platform Module (TPM). 
B. Upgrade the member server to Windows Server 2008 R2 Standard. 
C. Install the Certificate Enrollment Policy Web Service role service on the member server. 
D. Run the Security Configuration Wizard (SCW) and select the Active Directory Certificate Services - Certification Authority server role template check box. 
Answer: B 
Explanation: 
Not sure about this one. See my thoughts below. 
to MS Press - Self-Paced Training Kit (Exam 70-640) (2nd Edition, July 2012) key archival 
is not available in the Windows Server 2008 R2 Standard edition, so that would leave out 
answer B. 


C:Documents and Settingsusernwz1Desktop1.PNG 
Another dump gives the following for answer B: 
"Upgrade the menber [sic] server to Windows Server 2008 R2 Enterprise." 
Should the actual exam mention to upgrade to the Enterprise edition for answer B, I'd go 
for that. In this VCE it doesn't seem to make sense to go for B as it shouldn't work, I think. 
Certificate Enrollment Policy Web Service role of answer C was introduced in Windows 
Server 2008 R2, so that would not be an option on the mentioned Windows Server 2008 
machine. 
Trusted Platform Module is "a secure cryptographic integrated circuit (IC), provides a 
hardware-based approach to manage user authentication, network access, data protection 
and more that takes security to higher level than software-based security." 
(http://www.trustedcomputinggroup.org/resources/ 
how_to_use_the_tpm_a_guide_to_hardwarebased_endpoint_security/) 
Pfff... I'm bothered that answer B speaks of the Standard edition, and not the Enterprise 
edition. Hope the VCE is wrong. 


Q79. You have an enterprise subordinate certification authority (CA) configured for key archival. Three key recovery agent certificates are issued. The CA is configured to use two recovery agents. 
You need to ensure that all of the recovery agent certificates can be used to recover all new private keys. 
What should you do? 
A. Add a data recovery agent to the Default Domain Policy. 
B. Modify the value in the Number of recovery agents to use box. 
C. Revoke the current key recovery agent certificates and issue three new key recovery agent certificates. 
D. Assign the Issue and Manage Certificates permission to users who have the key recovery agent certificates. 
Answer: B 
Explanation: 
MS Press - Self-Paced Training Kit (Exams 70-648 & 70-649) (Microsoft Press, 2009) page 357 
You enable key archival on the Recovery Agents tab of the CA Properties in the CA console by selecting the Archive The Key option and specifying a key recovery agent. In the number of recovery agents to use, select the number of key recovery agent (KRA) certificates you have added to the CA. This ensures that each KRA can be used to recover a private key. If you specify a smaller number than the number of KRA certificates installed, the CA will randomly select that number of KRA certificates from the available total and encrypt the private key, using those certificates. This complicates recovery because you then have to figure out which recovery agent certificate was used to encrypt the private key before beginning recovery. 


Q80. Contoso, Ltd. has an Active Directory domain named ad.contoso.com. Fabrikam, Inc. has an Active Directory domain named intranet.fabrikam.com. Fabrikam's security policy prohibits the transfer of internal DNS zone data outside the Fabrikam network. 
You need to ensure that the Contoso users are able to resolve names from the intranet.fabrikam.com domain. 
What should you do? 
A. Create a new stub zone for the intranet.fabrikam.com domain. 
B. Configure conditional forwarding for the intranet.fabrikam.com domain. 
C. Create a standard secondary zone for the intranet.fabrikam.com domain. 
D. Create an Active DirectoryCintegrated zone for the intranet.fabrikam.com domain. 
Answer: B 
Explanation: 
Answer: Configure conditional forwarding for the intranet.fabrikam.com domain. 
http://technet.microsoft.com/en-us/library/cc730756.aspx Understanding Forwarders A forwarder is a Domain Name System (DNS) server on a network that forwards DNS queries for external DNS names to DNS servers outside that network. You can also forward queries according to specific domain names using conditional forwarders. You designate a DNS server on a network as a forwarder by configuring the other DNS servers in the network to forward the queries that they cannot resolve locally to that DNS server. By using a forwarder, you can manage name resolution for names outside your network, such as names on the Internet, and improve the efficiency of name resolution for the computers in your network. The following figure illustrates how external name queries are directed with forwarders. 


C:Documents and Settingsusernwz1Desktop1.PNG 
Conditional forwarders 
A conditional forwarder is a DNS server on a network that forwards DNS queries according to the DNS domain name in the query. For example, you can configure a DNS server to forward all the queries that it receives for names ending with corp.contoso.com to the IP address of a specific DNS server or to the IP addresses of multiple DNS servers. Further information: http://technet.microsoft.com/en-us/library/cc794735%28v=ws.10%29.aspx Assign a Conditional Forwarder for a Domain Name http://technet.microsoft.com/en-us/library/cc754941.aspx Configure a DNS Server to Use Forwarders 
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